NudopmannoHHas naMATKA IJ151 00y4arOmIUuXCs
AJIA pasMenieHns Ha opuumuanbHbIX UHTEpHeT-pecypcax

C KaXXIpIM FOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJFHUKU OJTHU U3
CaMbIX AKTHUBHBIX IMOJb30Barenel Pynera. Mexay TeM, MOMHMO OrPOMHOIO KOJHMYECTBA
BO3MOYKHOCTEM, MHTEPHET HECET M MPOOJIEMBbl. DTa NaMsATKa JOJDKHA TOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomneroTepHslii  BUPYC - 3TO  Pa3sHOBHUJIHOCTh KOMIIBIOTEPHBIX  IIPOTPaAMM,
OTJIMYUTENBHOU OCOOCHHOCTBIO KOTOPOM SBJISIETCSI CIHOCOOHOCTh K pa3MHOXKeHUI0. B
JOTIOJTHEHUE K ATOMY, BUPYCHl MOTYT MOBPEAUThH WA MOJHOCTHIO YHUUTOXKUTH Bce (halliibl U
JaHHBIE, MOJAKOHTPOJIBHBIEC MOJIH30BATEII0, OT UMEHH KOTOPOro Oblia 3amyllleHa 3apa’KeHHas
porpaMma, a TaKXe MOBPEIUTh WJIU J1aK€ YHUUTOXKUTH ONEPALMOHHYIO CHCTEMY CO BCEMU
daiinamu B 1eioM. B OoNbIIMHCTBE ClydaeB pacpOCTPAHIIOTCS BUPYCHl Yepe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnonp3yii cOBpeMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIA YPOBEHb
3aIUTHI OT BPEAOHOCHBIX MTPOrPaMM;

2. IlocToaHHO ycTaHaBIMBail madyTH (LUUQPPOBBIE 3aIIATKUA, KOTOPHIE aBTOMATHYECKU
YCTAHABJIMBAIOTCS C I1EIbI0 JOPAa0TKM MporpamMMbl) M JApyrue OOHOBJICHHS CBOEH
onepanuoHHol cucteMbl. CkauuBail UX TOJIBKO ¢ oduiManbHOro caira paspadorumka OC.
Ecnu cymecTByer pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIKOUH €T0;

3. PabGoTail Ha cBOEM KOMITIbIOTEpE MO/ IPaBaMU IOJIb30BaTENs, a HE aMUHUCTpPATOpA.
OTO HE MO3BOJUT OOJIBUIMHCTBY BPEAOHOCHBIX IPOTrPaMM MHCTAJNIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcrionb3yil aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOYKThI U3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunup GpuU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl HIOCTOPOHHMX JIULL;

6. Mcnonb3yil BHEMIHUE HOCUTENM MH(OpMALUK, Takue Kak (ienika, JUcK uiu (aia u3
UHTEPHETA, TOJIBKO U3 TPO(PEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KOMIBIOTEpHbIE (aiiibl, TOJYYEHHbIE M3 HEHAJICKHBIX MCTOYHUKOB.
Jaxxe Te ¢aitibl, KOTOpbIE MpHCIIal TBOM 3HAKOMBIN. Jlydllle yTOUHH y HEro, OTHPAaBIISI JIU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 3T0 He BHI Iepeaayd JaHHBIX, HE TEXHOJOTHUSA, a BCErO JIMIIL OpEHI, MapKa.
Eme B 1991 romy Hunepmaniuckass kommanus 3apeructpupoBasia OpeHna « WECAy», uto
ob6o3nauano cinoBocoueranue « Wireless Fidelity», koTopbrit mepeBoauTCsS Kak «0ecrpoBoIHAS
TOYHOCTB.

Jlo Hamiero BpeMeHHM Joluia japyrasi abOpeBuaTypa, KOTopas SIBISICTCS TaKOW xKe
TexHosorue. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBIJIO JAaHO C HAMEKOM Ha
CTaHAapT BBICIINIA 3ByKOBOU TexHHKU Hi-Fi, 4To B mepeBojie 03Ha4YaeT «BBICOKASI TOUHOCTHY.
Jla, OecruiaTHbI HMHTEpPHET-AOCTYN B Kade, OTelNsIX M aj’poroprax SBISETCS OTIMYHOM
BO3MOYKHOCTBIO BbIXOZla B MHTepHET. HO MHOTHE 3KCNEepThl CYUTAIOT, YTO OOIIENOCTYIHbIE
Wi-Fi cetn He sBisiFOTCS 0€30MACHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadoTe B 001eNOCTYNHBIX ceTsax Wi-fi:

1. He mepenapaii cBoro nuuHyl HHpoOpMmaluio uyepe3 obmieaoctynubsie Wi-Fi ceTu.
Pabotas B HUX, &enaTebHO HE BBOAUTH MApOIH IOCTYIA, JOTUHBI U KAKUE-TO HOMEpPA;

2. Ucnionw3yit 1 OOHOBJISI aHTUBUPYCHBIE MMPOTPAMMBI U OpaHaMayep. TeM caMbIM Thl
oOe3omnacuilb ceds OT 3aKauyKy BUpYyCa Ha TBOE YCTPOMCTBO;



3. Ilpu wucnonp3zoBanuu Wi-Fi otkmoun dynknuio «OO0mui moctyn kK ¢aiiam u
npuntepam». JlanHas (QyHKIUS 3aKpbiTa MO YMOJTYAHHUIO, OJHAKO HEKOTOPBIE MOJB30BATEIH
aKTUBUPYIOT €€ AJsl y100CTBa UCIIONB30BaHus B paboTe win yueoe;

4. He ucnonb3yii nmyosnunbiii WI-FI 115 mepenaun TUYHBIX JTaHHBIX, HAIpUMeEp IS
BBIX0/Ia B COLIMAJIBHBIE CETU WJIH B 3JIEKTPOHHYIO MOYTY;

5. Unonb3yii Tonbko 3anuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOaM UMEHHO «https://»;

6. B wmoOwisHOM Tenedone otkmoun  ¢GyHknuo «[lomkmouenne k- Wi-Fi
aBTOMaTHYecku». He momyckaii aBTOMaTHYECKOTO MOJIKIIOYCHUS YCTpOHCTBa K ceTsim Wi-Fi
0e3 TBOEro corjacusi.

CoumnajabHblIe CeTH

CouuanpHble CETH aKTUBHO BXOJAT B HAIly U3Hb, MHOTHE JIOAU paOOTaIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUILIAAP]] YETIOBEK, YTO SBIISAETCS OHOU
CeIbMOM BceX JKMUTeNeH MmiiaHeTbl. MHOTHE MOoJIb30BaTelld HE MOHUMAIOT, YTO MH(OpMaIus,
pa3MeIeHHass UMH B COIMAIbHBIX CETAX, MOKET OBITh HailieHa U MCIOIb30BaHa KEM YTOJHO,
B TOM 4YHCJIE€ HE 0053aTENIbHO ¢ OJIarUMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MIACHOCTH B COLHAJIBHBIX CeTAX:

1. Orpannup cnucok Apy3ei. Y TeOs B Jpy3bAX HE JOHKHO OBITh CIy4alHBIX M
HE3HAKOMBIX JIFOJICH;

2. 3anmmiail cBOIO 4YacTHYIO *u3Hb. He ykaspiBail mapoiu, TenedoHsl, aapeca, aary
TBOETO POXKACHUS U APYTYIO JUUHYIO HH(OpMaILKIO. 3T0YMBIIUIEHHUKH MOTYT HCIIOIb30BaTh
nake nH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE POBECTH KaHUKYJIbI;

3. 3amuniail cBOIO penyTaluio - IepKU €€ B YUCTOTE U 3a7aBail ceOe BOIpOc: XOTeN Obl
Thl, 4YTOOBI IpYrHe MOJIb30BATEIN BUJIENH, UTO Thl 3arpyxaemib? [logymaii, mpexae 4em 4To-
TO ONyOJIMKOBaTh, HAIUCATh U 3aTrPY3UTh;

4. Eciy Thl TOBOPHIIG C JIFOABMH, KOTOPBIX HE 3HACLIb, HE UCIIOJIB3YH CBOE PEATBHOE
UMS U IPYTYIO JTUYHYIO MH(OPMALIMU: UMSI, MECTO )KUTEIbCTBA, MECTO YU€OBl U IPOYEE;

5. W306eraii pazmerienus: potorpaduii B UHTepHeTe, T/1e Thl M300pa)K€H Ha MECTHOCTH,
10 KOTOPOI MOYXHO OIPEAEIIUTh TBOE MECTOMOJI0KEHHE;

6. IIpu peructpanuu B COIMAIbHON CETH HEOOXOAMMO UCIIOIb30BaTh CIOKHBIC MapOJIH,
cocTosme U3 OyKB U IU(p U ¢ KOJMUYECTBOM 3HAKOB HE MEHEE §;

7. qnst couManbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HMCMOJIb30BAaTh Pa3HbIC
naponu. Torma ecnau TeOs B3JIOMAKOT, TO 3JIOYMBIIUIEHHHKM TOJydYaT AOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DJEeKTPOHHBIE AEHBIM — 3TO OYEHb YAOOHBIA CHOCO0 IUIaTeX e, 0IHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYNUTh 3TH ACHBIH.

DNEKTPOHHBIE JIEHBIN MOSBUWIMCH COBCEM HEIABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX
roCyapcTBax A0 CHUX MOp HE MPONMCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT M O HHUX YK€ MPOIMUCAHO B 3aKOHE, IIe X
pa3lensioT Ha HECKOJbKO BHUIOB - AaHOHMMHBIE MU HE aHOHUMHbIE. Pa3Huiia B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelniaeTcsi NpOBOJUThH omnepauuu 0e3 HACHTU(PUKaIUU
M0JIb30BATENSI, @ B HEAHOHUMHBIX UJICHTU(DHUKAIIMY TTOJIb30BATEIS SIBIISIETCS 00s3aTEIbHOM.

Takoke ciieqyer pa3iaudarh AJIEKTPOHHbIE (PUaTHBIE NEHBIU (PaBHBI rOCYJIAPCTBEHHBIM
BaJIIOTAaM) U AJIEKTPOHHBIE HE(UATHBIE IEHbIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).



OcHOBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHBIMHU JIeHbIrAMU:

1. [IpuBsxu K cyeTy MOOUIIBHBIA TeaePOoH. ITO camblii yIOOHBIN U OBICTPBII cIOCO0
BOCCTAHOBUTH JIOCTYN K cuery. [lpuBs3aHHBIA TenepoH TOMOXKET, eciu 3a0ynernib CBOU
IJIATEKHBIN NTApOJIb WM 3aUJICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA,;

2. Ucnonw3yin ogHopazoBsie naponu. [locne mepexona Ha yCHICHHYHO aBTOPU3ALIHIO
Tebe y)ke He OyJeT yrpokaTh OMACHOCTh KPa)XH HIIM TiepexBaTa IIaTeKHOTO MapoJis;

3. BeiObepu cinoxubiii naposb. I[IpecTynmHukam OyneT HE MPOCTO yraaarh CIOKHBIN
naposib. HanexxHple mapoiii — 3TO MapoJik, KOTOPbIE COAEPKAT HE MEHEE & 3HAKOB H
BKJIIOYAIOT B c€0s CTPOYHbBIE U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK
3HaK JoJuiapa, yHTa, BOCKIMIATEIbHbIN 3HaK U T.11. Harmpumep, StROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CATax, KOTOPBIM HE JIOBEPSCIIIb.

JJIeKTPOHHAs MOYTA

DJIEKTPOHHAS MM0YTa — 3TO TEXHOJIOTHS U MPETOCTABIIIEMBIE €10 YCIYTH MO MEPECHUIKE
U TIOJIYYCHHIO AJIEKTPOHHBIX COOOIIEHUN, KOTOPHIE PACTIPENEISIIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO ~ DJIGKTPOHHBIA  MOYTOBBIA  AIIMK  BBINNIAOUT  CIEAYIOIIMM  00pa3zoM:
UMs_TI0JIb30BaTESI(@UMA_JOMEeHa. Takke KpoMe Iepeladyd MpPOCTOr0 TEKCTa, HMEETCs
BO3MOYHOCTb MEpeaBaTh (pailibl.

OcHoBHBIE COBETHI 10 0€30MaCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh paBUIIbHBIN OYTOBBIN cEpBUC. B MHTEpHETE €CTh OIPOMHBII BHIOOD
OeCIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIy4Ille JOBEPATHh TEM, KOIO 3HACIIb U KTO MEPBbIA B
pEUTHHTE;

2. He yka3bIBaii B IMYHOM TouTe JUYHYIO uH(Mopmaruio. Hanpumep, sydiie BoIOpaTh
«My3bIKaTbHBINA _(haHaT(@» umu «pok2013» BMecTo «remal3y;

3. cnonb3yi ABYX3TalHYO aBTOPU3ALUI0. ITO KOTJa TOMUMO MapOoJIsl HY>KHO BBOJUTH
KO/I, MPUChLUIaeMBbI 110 SMS;

4. BoiOepu cHOXKHBIN mapoiib. [ KaXXJoro MOYTOBOTO SIIMKA JOKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTp BO3MOYKHOCTh HamucaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCHOJB3YH ATy
BO3MO>KHOCTB;

6. Vcronp3yli HECKOJIBKO ITOYTOBBIX SIIUKOB. [lepBBI 111 4aCTHOM NEPENUCKHU C
aapecataMy, KOTOPBIM Thl JOBEPSIEIIb. JTO IIEKTPOHHBIN aIpeC HE HAJI0 MCIOIb30BaTh IIPU
perucTpauuu Ha (hopyMax u cailTtax;

7. He oTkpbiBaii (ailyibl U Ipyrue BIOXKEHUS B MUChbMAaxX JIa)Ke €CIU OHMU MPHUIUIM OT
TBOUWX Jipy3el. Jlydiiie yTouHu y HUX, OTIPABIISIIN JIK OHU TeOe 3TH (ailibr;

8. Ilocne okoHwyaHus pabOThl HAa MOYTOBOM CEPBUCE MEpel 3aKPhITUEM BKIAIKU C
calToM He 3a0y/1b HaKaTh Ha «BBIATHY.

Ku0epOyniimHr wiim BUPTyaibHOE U3/1€BaTEIbCTBO

KubepOyummHr — mpeclieloBaHHE COOOIICHUSMH, COACPKAIIMMHU OCKOpPOJICHHUS,
arpeccHo, 3alyrMBaHHe; XYJUTaHCTBO; COLUAJIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00PHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocatics B 60ii. JIydmmii crioco0: MocoBeTOBaThCs Kak ce0sl BECTH U, €CJIU HET
TOTO, K KOMYy MOKHO OOpaTUThCS, TO BHauaje yCHOKOUThCS. Ecnu Thl HauHelIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €111 OOJIbIIE pa30KKeTb KOHPIUKT;

2. Yupapisi cBoel kubeppenyTauuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CylIecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMUT 3a
AHOHUMHBIM AKKAYHTOM;



4. He cTouT BeCTH XyJIUTaHCKUN 00pa3 BUPTyaJIbHOM KU3HU. VIHTEpHET QUKCHUpYeT Bce
TBOM JICUCTBUS U COXpPaHSET UX. Y NaTUTh UX OyAeT KpailHe 3aTpyAHUTEIbHO;

5. CoOmroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit emmamunblii HeratuB. OIXHOpa30BbIE OCKOPOUTEIBHBIC COOOIIECHUS
Jydile UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpalacTcs Ha HaYalIbHOM CTaINH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMH, B COITMATBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHUH C ONPEICICHHBIX aJpecOB;

8. Ecmu TH cBumerens kuOepOysumHra. TBou JeHCTBUS: BBICTYNUTH IPOTUB
npecieaoBaTens, MoKa3aTb €My, UYTO €ro JIEMCTBUS OLEHUBAIOTCS HETaTUBHO, MOAJECPKAThH
KEPTBY, KOTOPOW HYyXHA IICUXOJOTUYECKAs] TOMOIIb, COOOHIUTH B3pOCHBIM O (haKTe
arpeCCUBHOIO MOBEJICHUS B CETH.

MooOuinbHbIN TesaedoH

CoBpeMeHHble cMapT(dOHBI W IJIAHIIETHl COJAEpPKAaT B ce0e BIOJIHE B3POCIbIN
GyHKIHUOHAT, M TENneph OHU MOTYT KOHKYpHUPOBATh CO CTallMOHAPHBIMU KOMIIBIOTEPAMHU.
OpHako, CpeACTB 3allUMUTHI [l MOJOOHBIX YCTPOMCTB MOKa OYEHb MaJlo. TeCTUpPOBAHHUE U
MOMCK YS3BUMOCTEHM B HUX MPOMCXOJUT HE TaK MHTEHCUBHO, Kak mia [IK, To xe camoe
KacaeTcsl © MOOMJIbHBIX PHUIIOKEHHM.

CoBpeMeHHbIE MOOUITbHBIE Opay3ephl YKe IPAKTUYECKU JOTHAIU HACTOJIbHBIE aHAJIOTH,
OJIHAaKO paciuvMpeHue (GyHKIIMOHaNa BJEYET 3a CO00il OOJBIIYI0 CIOKHOCTH W MEHBIIYIO
3AIIMIIEHHOCTD.

Jlanieko He BCEe MPOU3BOJUTEIMN BBHITYCKAIOT OOHOBJIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOTO TeJie(poHA:

1. Huyero He sBisieTcs mo-HacToseMy OecruiaTHbIM. Byab ocTopokeH, Bedb Koria
Tebe mpemsiararoT OECIUTATHBIH KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHE-TO TUIATHBHIE
YCIIYTH;

2. dymaii, mpexe ueM otnpaButb SMS, ¢hoTo unu Buseo. Thl TOUHO 3HACHIB, I€ OHU
OyayT B KOHEUHOM uTOre?

3. Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETrO cMapT(hoHa;

4. Vlcionb3yi aHTUBUPYCHBIE TPOTrpaMMBbI JIJIs MOOMIIbHBIX TeNIE(OHOB;

5. He 3arpy:xaii npujio)keHus: OT HEM3BECTHOIO UCTOYHUKA, BEIb OHU MOTYT COJEPKATh
BPEJOHOCHOE MPOrpaMMHOE 00€CTIEUEHHUE;

6. [locne Toro kak Thl BBIMJEIIb C CaiTa, I/I€ BBOJWJ JIMYHYIO MH(MOPMAIUIO, 321 B
HACTPOWKH Opay3epa u yaanu cookies;

7. Ilepuoguyecku MpoBepsid KaKUe IJIaTHBIE YCIIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. [aBaii cBOil HOMEpP MOOMJILHOTO TeliepOHa TOJIBKO JIFOJISIM, KOTOPHIX Thl 3HACIIb U
KOMY JIOBEpSIECIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOUEH, KOTJa Thl UM HE ToJb3yenibes. He 3a0biBait
WHOT'/Ia IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - OTO KpacOYHbIe, 3aXBaThIBAIOUIUE pPa3BICUECHUS,
00BEIUHSIONINE COTHU THICAY YEJIOBEK M0 BceMy MHUpY. Urpoku UCCenyoT TaHHbIA UM MUD,
001Ia0TCsl IPYT C APYTOM, BBIMOJHSIOT 3aJaHusl, CPAXKAIOTCSI C MOHCTPaMU M MOJTYYaloT OMBIT.
3a yJIOBOJILCTBHUE OHM ILJIATAT: MOKYIMAIOT JUCK, OMJIAYMBAaIOT a0OHEMEHT WM MPUOOPETaIOT
KaKue-TO OMIUH.

Bce »Tu cpenctBa uayT Ha TMOAJEpKAHUE W Pa3BUTHE WIPhI, a TAKXKE Ha caMy
0€30I1acCHOCTh: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPHU3ALlMH, BBIMYCKAIOTCS HOBBIE MaT4d
(¢ poBbIe 3aIIATKH 71 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.



B nomo0HbIX Urpax CTOUT OMAacaThCs HE CTOJBKO CBOMX COMNEPHUKOB, CKOJIBKO KPakH
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALMH OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOET0 HTPOBOI0 AKKAYHTA:

1. Ecnu apyroii urpok BeAeT ceOsl III0X0 WM CO3AeT TeOe HENMPUATHOCTH, 3a0JI0KUPYI
€ro B CIIMCKE UTPOKOB;

2. Iloxamyiics aIMMHUCTPATOpaM UIPbBl HAa IUIOXO€ IIOBEJACHUE OTOr0 WIPOKA,
KeJaTeJIbHO NPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHy0 HHOOpPMAIIUIO B podaiisie Urphl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHbIe TATYH U MOJIBI,

6. Mlcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOWUT OTKJIIOYaTh aHTHBUpYC. [loka Thl Wrpaenib, TBOU
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIUHT WM KPaKa JUYHBIX JAHHBIX

OOBIYHON KpaXkel JeHer W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YJWBHINb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKH TEPEMECTHIUCh B HWHTEPHET, U
IPOJOJKAIOT 3aHUMATHCS «JTFOOMMBIMY JEJIOM.

Tak mosiBUSIaCh HOBask yrpo3a: UHTEPHET-MOIICHHUYECTBA WU (DUIIWHT, IJ1aBHAs LETb
KOTOPOT'O COCTOUT B MOJYYEHUU KOH(UIEHUINATBHBIX JAHHBIX MOJI30BATENE — JOTMHOB U
naponeii. Ha anrnmiickom si3pike phishing yutaercs xak ¢umumnr (ot fishing — peioHas
JIOBJIsA, password — maposib).

OcHoBHBIE cOBeTHI 0 00pBHOE ¢ PUINMHTOM:

1. Cnegn 3a cBouM akkayHTOM. Eciam Thl mojo3peBaenib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpPOBaTh €€ M COOOIIUTh aAMHHHCTpaTOpaMm pecypca o0
3TOM KaK MOXHO CKOpee;

2. HUcnonw3yit Oe3omacHble BeO-caiThl, B TOM 4HCIEe, HWHTEPHET-MAarasuHoB U
MTOMCKOBBIX CUCTEM;

3. Vcnonb3y#t CcnoXHBIE U pa3Hbie Mapojii. TakuM oOpa3zoM, eciid TeOsi B3JIOMaloT, TO
3JI0YMBIIIVIEHHUKH TIOJIy4aT JOCTYII TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JIOMalIM, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBIEHBI Y T€OS B APY3bsiX, O TOM, UTO T€Os B3JIOMAIH M, BO3MOKHO, OT TBOETO
UMEHHU OYyJIeT pacchlIaThCs ClIaM U CChUIKH Ha (DUILIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHHUE TaposIsl B Opay3epe;

7. He oTkpbiBaii (aiibl ¥ Apyrue BIOKEHUS B MUChbMaX JaKe €CIM OHH MPHUIILIN OT
TBOUWX Jipy3ei. Jlydiie yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (Haiisibl.

udposas penyrauus

[Mudposas penyrtanus - ’T0O HETaTUBHAS WU TO3UTUBHAA MH(OpMaIUs B ceTH O Tele.
KommnpomeTupytomas nHbopmaiys pa3MeIleHHas B HHTEPHETE MOXKET CEpbEe3HBIM 00pa3oM
OTPa3UThCs HA TBOEH peanbHOU xu3Hu. «lludpoBas pemyranus - 3T0 TBOH UMUK, KOTOPHIH
bopmupyeTcs u3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBa, Yy4eObl, TBOE (PUHAHCOBOE TMOJIOKEHHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJipoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJIMKAMU JTUYHOU UH(POPMALIUK B
HuTepHeTe, HE MOHKUMAsi BO3MOXKHBIX MOCHEACTBUM. Thl Jaxke HE CMOKEIb JOTagaThCsl O TOM,
yto (pororpadus, pa3MelleHHas 5 JeT Ha3ajd, craja NPUYMHON OTKa3za MPUHATh TeOs Ha
pabory.



KommenTapuu, pasmenienne TBoOUX Qororpaduili u apyrue JeHCTBUS MOTYT HeE
UCYE3HYTh JaXke IOCJe TOro, Kak Thl UX yJanuiub. Thl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(pOpMaIInIO, TONaNIa JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPAaHUIIACh JIU OHA, a IJIaBHOE: YTO
MOJlyMaroT 0 TeOe OKpY)KAroIlee JII0IU, KOTOpbIe HAWAYT U yBUAAT 3T0. Halitu nndopmanmio
MHOTO JIET CIIyCTSl CMOXET JI000M - Kak M3 J0OpBIX MOOYXKACHHWU, TaK U C HAMEPEHUEM
OPUYUHHUTH BPEI. ITO MOKET OBITh KTO YTOIHO.

OcHoBHbIE COBETHI 110 3amuTe HU(POBOI penmyTanuu:

1. [Mogymaii, mpexJie 4eM 4YTo-TO MyOJMKOBaTh W MepenaBath y ceOs B Oiore Wiu B
COIMAJIbHOM CEeTH;

2. B nacrpoiikax npo¢uis yCTaHOBH OTPAaHUYEHHUS HA IPOCMOTP TBOETO MPOQPUIIS U €T
COJIEPKUMOTO, ClIeTIall €ro TOJBKO IS IPY3eiDy;

3. He pa3mMemail u He yka3biBail HH(OPMAIUIO, KOTOPasi MOXET KOro-IM00 OCKOPOIATh
WM OOMXKAaTh.

ABTOpPCKOE NPaBO

CoBpeMeHHbBIE NIKOJbHUKHU- AaKTHUBHBIC TM0OJb30BATEN LU(POBOrO MPOCTPAHCTBA.
OnHaKo JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMH BO3MOKHOCTSIMH IIH(PPOBOTO MUPA
TpeOyeT COOI0ICHUS TTPaB Ha UHTEIICKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHas COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEYECKOT0 yMa, HA4YMHAas C HOBBIX M300peTeHMd H 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HAa TMPOAYKTHI M YCIAYTH , W 3aKaH4MBas KHUTaMmH, QoTrorpadusmu,
KUHO(QUIbMAaMH U MY3bIKaJIbHBIMHU MPOU3BEICHUSIMH.

ABTOpCKHE ITpaBa — 3TO MpaBa Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JJUTEPaTypbl U UCKYCCTBAa. ABTOPCKUE IpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO,
YTO MHTEJUIEKTYalIbHBIN/TBOPUECKUN TPy aBTOopa HE OyJeT HalpacHbIM, JacT €My
CIpaBeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPyJa, IOJYyYUTh
U3BECTHOCTh U Npu3HaHue. Hukro 6e3 paspemieHus aBTopa HE MOXKET BOCIIPOMU3BOJUTH €TO
IPOU3BENICHUE, PACTIPOCTPAHATh, MyOIMYHO JEMOHCTPUPOBATh, MPOAABATh, UMIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCIIONHATh, MOKA3bIBATH/UCTIONHATE B 2UpPE WIH pa3MeIaTh B
HNHurepHere.

Hcnonb30BaHne «MUPATCKOT0» MPOTPAMMHOTO OOECHEYEeHHsST MOXKET TPUBECTH K
MHOTUM PHCKaM: OT MOTEPH JTaHHBIX K TBOUM aKKayHTaM JI0 OJOKUPOBKH TBOETO YCTPOICTBA,
I7Ie YCTAaHOBJICHHBIN HE JieTanbHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHbIe U OeCIIaTHBIE MPOTPaMMBbI, KOTOPBIE MOYKHO HAaWTH B CETH.

O noprane

CereBuyok.p) — TBOM TIJIaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb Yy3HaThb O
0€30M1aCHOCTH B CETHU MOHSITHBIM U JIOCTYITHBIM SI3bIKOM, a IIPH BOZHUKHOBEHUU KPUTUYECKON
CUTyalluu oOpaTUThCA 3a COBETOM. A TaKKe MPUHATh y4yacTHE B KOHKYpCax M CTaTh CaMbIM
U (POBBIM rpaskTaHUHOM !



